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Security is a vague term 
and means something 
different to everyone. 

It can be as simple as deadbolt 
locks on a door at home or as 
complex as a configuration pro-
tecting the assets of a bank with a 
multitude of detection and moni-
toring systems operating as a 
single integrated entity.

Security for the built environ-
ment starts from the inception of 
a building design and continues 
throughout the design, imple-
mentation and training of the 
employees. Thousands of dollars 
can be spent for a security sys-
tem, but if it’s not implemented 
properly, commissioned prop-
erly and tested regularly – and if 
employees are not trained in the 
proper care and response proce-
dures – the system will not func-
tion effectively.

Consideration of a security sys-
tem should begin with a secu-
rity assessment, whether a new 
building or a systems addition to 
an existing facility. 

1. What are the assets to be pro-
tected? This can mean things of 
value, trade secrets or processes, 
persons, or in the case of prisons 
and jails, confinement of persons.

2. What is the potential for 
crime at the site area? Demo-
graphics of the area and review 
of the local police crime statistics 
and incident reports can help 
define this.

3. Where are assets located and 
how would a criminal access 
these assets?

4. What systems can be 
designed to deter, detect and 
delay (the 3D's)?

n Deter: Implement a combi-
nation of technologies such as 
cameras, perimeter fences and 
lighting with presence detection; 
things as simple as signage can 
be a deterrent. These high-vis-

ibility instru-
ments often 
cause the 
perpetrator to 
go elsewhere 
to a simpler, 
less defensive 
location.

n Detect: 
Catch a per-
petrator in the 
act. Record-
ing cameras, 
fence detec-
tion systems, 
motion sens-
ing lights, and 
d o o r / g a t e 

controls and monitoring alert the 
facility to an intrusion and poten-
tial threat.

n Delay: Use equipment and 
systems that delay a perpetrator 
long enough for security person-
nel or local police to respond.

The 3D's philosophy includes 
a component called “concentric 
rings of security” and can be 
measured, in some cases, in high-
security applications. For exam-
ple, at a pharmaceutical plant, 
the first (outer) ring is fencing 
and a fence detection system, the 
second ring is motion sensors 
with lighting, the third is cameras 
that respond to the fence location 
in alarm, the fourth is exterior 
door alarms and, once inside the 
building, there are other card-
access controlled doors, cameras 
and motion-sensing devices. The 
time it takes for a perpetrator to 
penetrate all these zones of secu-
rity can be measured on the floor 
plan. The setback of the fence to 
the building can be measured 
in time; attacking the first door 
can be measured; and once in 
the building, the other barriers 
can be measured for how long it 
takes to overcome them. 

However, electronic technol-

ogy is not the only consideration. 
Door construction, along with 
windows and their proximity to 
grade, need to be considered. 
Landscaping impacts security if 
large shrubbery is planted close 
to the building exterior, allow-
ing persons to hide. Keeping the 
exterior of the building clear for 
visual surveillance provides a 
deterrent.

There also are the principles of 
Crime Prevention through Envi-
ronmental Design (www.cpted.
net). This organization teaches 
the psychological effects the 
building design may have on 
reducing crime. The principles 
also are used for the planning 
of entire city complexes, prop-
erly utilizing proposed building 
sites and properly positioning 
building(s) to take advantage of 
any natural security present at 
the site. For example, locating 
the main entry and façade of the 
building to be viewable from a 
major vehicle thoroughfare can 
lessen the potential for crime as a 
perpetrator is less likely to attack 
this building if he is too visible.

Numerous other consider-
ations exist, and the application 
of security techniques varies 
from building to building. There 
are few particular building codes 
governing the requirements for 
security in buildings, other than 
those mandated for government 
facilities. For the average build-
ing owner, it’s a matter of risk 
similar to deciding on insurance. 
It is difficult to define the return 
on investment for an owner and 
many times it does not show sig-
nificant return until something 
goes terribly wrong. Building 
owners must consider the cost 
of implementing security at the 
design stage rather than, after 
the structure is complete, when it 
will prove far more expensive.s 
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“Installing a solar 
system is actually 
more of a roofing job 
than a solar job. So it 
made absolute sense to 
rely on Turner Morris.”

Dan Burnett
Real Estate Broker

Summit Resort Group, Dillon

www.turnermorris.com

303.431.1300
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Property Management

Reduce your water use as much as 75%
by converting turf to xeriscape beds.

For the latest and smartest techniques in improving your property 
and conserving your resources, call CoCal for a free GREEN consultation.

CoCal
L a n d s c a p e

LANDSC AP E MAINTENANC E ·  LANDSC AP E RENOVAT ION ·   LANDSCAPE INSTALLATION ·  WATER MANAGEMENT ·  SNOW CLEARING

303.531 .6930 Ser vicing  the  Front  Ra ng e  of  Col ora d o      cocal .com
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Universal Protection Service provides the best security 
solutions, personalized customer service and unmatched
value available. We now also offer our clients Safety Act 
protection from the Department of Homeland Security.
Universal offers an expansive range of security solutions, 
consultations and investigations for properties of 
every type, including:
� Airports
� Corporate Campuses
� Distribution/Manufacturing 

Facilities
� Government Facilities
� Healthcare Facilities
� Office Buildings
� Petrochemical Facilities
� Residential Communities
� Retail Centers
� Educational Facilities 

For more information call 
Lorie Libby at 303-901-9037 

www.universalpro.com

 


